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ABSTRACT

Security audits of IPsec VPNs are crucial for identifying vulnerabilities caused by impleme- ntation flaws or
misconfigurations, as well as investigating incidents. Nevertheless, auditing IPsec VPN presents noteworthy challenge due to
the encryptiong of network contents which ensere confidentiality, integrity, authentications and more. Some researchers have
suggested using man-in-the-middle(MITM) techniques to overcome this challenge. MITM techniques require direct
participation in the network and prior knowledge of the pre-shared key for authentication. This causes temporary network
disconnection for security audits, and it is impossible to analyse data collected before the audit. In this paper, we present an
analysis technique aimed at ensuring network continuity without relying on a specific IPsec VPN topologies or authentication
method. Therefore, it is anticipated that this approach will be effective, practical and adaptable for conducting IPsec VPN
security
Keywords: Audit, IPsec VPN, IKEv2, ESP
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Fig. 5. An example of IKE_SA_INIT Request
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User Datagram Protocol, Src Port: 588, Dst Port: 508

v Internet Security Association and Key Management Protocol
Initiator SPI: 68c75883f268bdaZb
Responder SPI: 7bc823d2dbodf@ed
Next payload: Security Association (33)
Version: 2.0
Exchange type: IKE_SA_INIT (34)
Flags: Bx20 (Responder, No higher version, Response)
Message ID: @x00000000
Length: 625
Payload: Security Association (33)
Payload: Key Exchange (34)
Payload: Honce (48)
Payload: Notify (41) - NAT DETECTION SOURCE IP
Payload: Motify (41) - NAT_DETECTION DESTINATION_IP
Payload: Certificate Request (38)
Payload: Motify (41) - IKEVZ_FRAGMENTATION_SUPPORTED
Payload: Notify (41) - SIGNATURE_HASH_ALGORITHMS
Payload: Motify (41) - CHILDLESS_IKEV2_ SUPPORTED
Payload: Notify (41) - MULTIPLE_AUTH_SUPPORTED

Fig. 6. An example of IKE_SA_INIT Response

v Payload: Security Association (33)
Next payload: Key Exchange (34)
e... ... = Critical Bit: Not critical
.000 0080 = Reserved: @x0@
Payload length: 48
~ Payload: Proposal (2) # 1
Next payload: MNOME / No Next Payload (8)
Reserved: @@
Payload length: 44
Proposal number: 1
Protocol ID: IKE (1)
SPI Size: @
Proposal transforms: 4
v Payload: Transform (3)
Next payload: Transform (3)
Reserved: @@
Payload length: 12
Transform Type: Encryption Algorithm (ENCR) (1)
Reserved: @@
Transform ID (ENCR): ENCR_AES_CBC (12)
Transform Attribute (t=14,1=2): Key Length: 256
v Payload: Transform (3)
Next payload: Transform (3)
Reserved: @@
Payload length: &
Transform Type: Integrity Algorithm (INTEG) (3)
Reserved: @0
Transform ID (INTEG): AUTH HMAC SHA2 256 128 (12)
v Payload: Transform (3)
Next payload: Transform (3)
Reserved: @@
Payload length: 8
Transform Type: Pseudo-random Function (PRF) (2)
Reserved: @@
Transform ID (PRF): PRF_HMAC_SHA2_256 (5)
v Payload: Transform (3)
Next payload: NONE / No Next Payload (@)
Reserved: @@
Payload length: 8
Transform Type: Diffie-Hellman Group (D-H) (4)
Reserved: @@
Transform ID (D-H): 3872 bit MODP group (15)

Fig. 7. SA payload of IKE_SA_INIT Response
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User Datagram Protocol, Src Port: 580, Dst Port: 500
~ Internet Security Association and Key Management Protocol
Initiator SPI: 6@c75883f20bda2b
Responder SPI: 7bc823d2dbedfBed
Next payload: Encrypted and Authenticated (46)
Version: 2.0
Exchange type: IKE_AUTH (35)
Flags: @x88 (Initiator, Mo higher version, Request)
Message ID: @x00000001
Length: 352
~ Payload: Encrypted and Authenticated (46)
Next payload: Identification - Initiator (35)
B... ... = Critical Bit: Not critical
.008 0008 = Reserved: @x0@
Payload length: 324
Initialization Vector: f4bc9d@3
Encrypted Data

Fig. 8. Encrypted IKE_AUTH Request
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User Datagram Protocel, Src Port: 560, Dst Port: 580
v Internet Security Association and Key Management Protocol
Initiator SPI: 6@c75883f2@bda2b
Responder SPI: 7bcB823d2db6dfee9
Next payload: Encrypted and Authenticated (46)
Version: 2.9
Exchange type: IKE_AUTH (35)
Flags: @x@8 (Initiator, No higher version, Request)
Message ID: @x@e000001
Length: 336
Payload: Encrypted and Authenticated (46)
Payload: Identification - Initiator (35)
Payload: Notify (41) - INITIAL CONTACT
Payload: Identification - Responder (36)
v Payload: Authentication (39)
Next payload: Security Association (33)
a. «... = Critical Bit: Not critical
888 0800 = Reserved: 8x@0
Payload length: 48
Authentication Method: Shared Key Message Integrity Code (2)
Reserved: 800000
Authentication Data: adf9b839886d525ab591ca959b147bd1bea32cs
Payload: Security Association (33)
Payload: Traffic Selector - Initiator (44) # 1
Payload: Traffic Selector - Responder (45) # 1
Payload: Notify (41) - MULTIPLE AUTH SUPPORTED
Payload: Notify (41) - EAP_ONLY AUTHENTICATION
Payload: Notify (41) - IKEV2 MESSAGE_ID_SYNC_SUPPORTED
Extra data: 6b784b@6274107a26704a40e0cd70e

Fig. 9. Decrypted IKE_AUTH Request
4.3 ESP 24 g

23315 [KE_ AUTH #=AA Fig. 99} Fig.
10 A  BoFRe] [KE_AUTH HAA+=
Initiator®} Respondere] ID, <13k IPSec
SA So8 FAHEr. IKE AUTH 3k 34 o)A
Az ¢lZo] A3, [Psec VPN Eldo] AAE

o]& 38 & EA(ESP)e] 7Fs3lc}.

ESP #42 TKE SA 7ZAe} & up]o
[Psec SAE ZAAIE AAd7lE  3.3.4-elA9

User Datagram Protocol, Src Port: 50@, Dst Port: 580
v Internet Security Association and Key Management Protocol
Initiator SPI: 6@8c75883f28bda2b
Responder SPI: 7bc823d2dbedfOe9
Mext payload: Encrypted and Authenticated (46)
Version: 2.@
Exchange type: IKE_AUTH (35)
Flags: ©x2@ (Responder, No higher version, Response)
Message ID: @x@@eeeeal
Length: 224
Payload: Encrypted and Authenticated (46)
Payload: Identification - Responder (36)
v Payload: Authentication (39)
Next payload: Security Association (33)
a. ... = Critical Bit: Mot critical
EBB EEBB Reserved: @x80
Payload length: 4@
Authentication Method: Shared Key Message Integrity Code (2)
Reserved: 0008088
Authentication Data: 3e4929b70846c7ecale7989213429594923ccdbd
Payload: Security Association (33)
Payload: Traffic Selector - Initiator (44) # 1
Payload: Traffic Selector - Responder (45) # 1
Payload: Notify (41) - AUTH_LIFETIME
Extra data: 82cb53be@d

Fig. 10. Decrypted IKE_AUTH Response

v Payload: Security Association (33)
Next payload: Traffic Selector - Initiator (44)
a. ... = Critical Bit: Not critical
888 8888 Reserved: @x@@
Payload length: 44
v Payload: Proposal (2) # 1
Next payload: MONE / No Next Payload (@)
Reserved: 0@
Payload length: 4@
Proposal number: 1
Protocol ID: ESP (3)
SPI Size: 4
Proposal transforms: 3
SPI: c576dal5
v Payload: Transform (3)
Next payload: Transform (3)
Reserved: 0@
Payload length: 12
Transform Type: Encryption Algorithm (ENCR) (1)
Reserved: 0@
Transform ID (ENCR): ENCR_AES_CBC (12)
Transform Attribute (t=14,1=2): Key Length: 128
v Payload: Transform (3)
Next payload: Transform (3)
Reserved: 00
Payload length: 8
Transform Type: Integrity Algorithm (INTEG) (3)
Reserved: 00
Transform ID (INTEG): AUTH HMAC SHAZ 256 128 (12)
v Payload: Transform (3)
Next payload: MONE / No Next Payload (@)
Reserved: @@
Payload length: 8§
Transform Type: Extended Sequence Numbers (ESN) (5)
Reserved: 0@
Transform ID (ESN): Mo Extended Seguence Numbers (@)

Fig. 11. SA payload of IKE_AUTH Response

KEYMAT AAF wbalo 7 Fsla obd dae|ESE
< Fig. 113} #o] Responder—4 IKE_AUTH &
5 HAR]e] SA de]lRE R Felgitt SA Ho]RE
= ESP Z2&Z SPI, ¢3% ¥428&(AES-CBC-
128), o1& dwEl=(HMAC- SHA-256-128) %
og A=

A7) AAT o5 daE|Ze] 7] =) vt
gepA]7] o] daEEs g1 F KEYMAT
2 25 :rL??}E‘r.

Fig. 12= ESP # %], SPI® Sequence
NumberZ 11]9]5; %'Eraﬂ tsstsle] glom A
l6ute] Ex= TVelH, uix|gt 16ule] Ex wAA] 4l

> Internet Protocol Version 4, Src: 192.168.1.128, Dst: 192.168.1.130
v Encapsulating Security Payload

ESP SPT: @xc47aed96 (3296333206)

ESP Sequence: 6

0@ Oc 29 fe ae 4 80 @c 29 26 c4 e9 08 00 45 00
9c 40 00 40 aa

82

Fig. 12. An Example of ESP Packet
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Internet Protocol Version 4, Src: 192.168.4.100, Dst: 192.168.3.128
v Internet Control Message Protocol
Type: 8 (Echo (ping) regquest)
Code: @
Checksum: @x4ddd [correct]
[Checksum Status: Good]
Identifier (BE): 1 (@x@e@1)
Identifier (LE): 256 (@x810@)
Sequence Number (BE): 14 (@x@08e)
Sequence Number (LE): 3584 (0x@e@d)
Response frame: 8
v Data (32 bytes)
Data: 6162636465666768696a6b6cbd6e6f78717273747576776162636465
[Length: 32]

Fig. 13. Decrypted Packet of ESP(ICMP Packet)

5 913 HMAC Tag® A%k  upebAd,
KEYMATZHE 53 AAd71e 1TV, ¢35 dag]
Z(ARS-CBC-128)% olfdln, 2582 +ag
o} E53tE A3 Fig. 139} 2}

4.4 78 9 o

ok

2ot

B edolA Aleksle B4 71H-S Fig. 143 2
t}. IPsec VPN 12L& VM1 VM2 AW 7+ <
A= Site-to-Site WAF Cilent(VM3, VM4)
o} AW (VM1) 7t ed48l= Remote Access WA
< aEslgen, As <Ee PSKe EAP
MS-Chapv2 ®le=z  AAsIALE.  Initiator
(VM2,VM3,VM4) = Responder(VM1)<} IPsec
VPN H4& AAstz, VM1 Badde sl+
VM52 ICMPE &3l AdA o2 Ede] A=
gz gAle] 7hssict.

o5 ®Aslr] s IKEv2el ESP A&
VMnetl YIEYZe4 Wiresharks o]&ate] 4
Asta, A i MY 2o ghdeld SKEY

SEED(Diffie-Hellman ##71)< g53}oitt.
Aetse B4 71H2 python 3.10 7JHle=
scapy(15)¢} pycryptodome(17] RES &3}
of Fastsict. AA #AlE AWFES LRl S8l
TAHE A& Yo IKEv2 L= ESP 3
ARE Fubsty, wkeF [KEv2 = ESP Fdeld
&l 1Pl w2t d7lS ER3ch
HZlo] Bt B we} E7{H o|F IKEv2 &
d3 ESP #i3l £4 2AE S3dd). IKEv2 &
4 e IKE_SA_INIT £4 71& e ¢o2
Z8=lct, UDP ZE(500), Reponder SPI(0),
Exchange Type(0x22), Flags(0x08), Mess-
age ID(0)Z 4lsle] IKE_SA INIT £4 7
o -5 wekdlcl [KE_SA_INIT 84 =#zla 43
%, IKE_SA <lx®l~E A3t Initiator
Header®} Nonce AH®RE AA3t} o]F UDP
XE(500), Initiator SPI, Exchange Type
(0x22), Flags(0x20), Message ID(0)E &3}
o] IKE_SA_INIT &% 7 o35 gl
IKE_SA_INIT $% #Ad 4%, IKE_SA I~®
2~ Responder Header, SA, Nonce ARE F
7k}, INIT _SA_INIT £A4/3% 7l gl o] F
AW 2HE 53 SKEYSEEDS IKE_SA AX
(SPI Nonce)& o|&sle] AAA71E A, o]
IKE_SA <lx8lxel #4ghc}, IKE_AUTH )

>

>

7% IPsec VPN <dZubie| we} UDP xE7}
solstet. Site-to-Site WA A4 5000 XE

i

AR&8A| R Remote Access WAl NAT
traversali Q& 45000 ZEEZ 2183} ESP

VM6 Server (VM2) :Initiator
0OS : Ubuntu 20.04 BN
\ StrongSwan 5.8.2 % .’

0S : Windows 10

192.168.4.100 192.168.4.129

187 1GTE 1Ll

N

Server (VM1) : Responder
0S : Ubuntu 20.04 &Nl
StrongSwan 5.8.2 % .’
0OS : Ubuntu 20.04

183 ilEy il e 182 T8 2028 162.168.3.100

T F R T R ST
IVMnet

| VMnet4:192.168.4.0/24 | VMnetl : 192.168.1.0/24 |

192.168.1.110
Clientl (VM3) :Initiator

0S : Ubuntu 20.04
StrongSwan 5.8.2
Auth : PSK \

192.168.1.100
Client2 (VM4) : Initiator

0S : Windows 10
Auth : EAP

MS-CHAPv2 \

Fig. 14. Experimental environment with Virtual Machine
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spitv 02z AA=C} (18) Scapys UDP %E
450098 ESP #zloz #utslr|e] $el+= ESP
P71l A spis Felsle] 08l A$-ole IKEv2
drlos gabslar [KEv2 d7loz wshsle] Az
g},

IKE_SA_INIT =A o]% Initiatore} Repon-
der®] SPI& 543t ol IKA_SA 2w~
o] A#A=r} Exchange type(=0x23), Flag
(=8), Message ID(=1)8l 7% IKE AUTH &
A ez Aot IKE_SAo| A#AE ks <dx
g3 AATNE o83l K338l Flag
(=0x20)8! 7% IKE_ AUTH &% =zl disl

No.  Time Source Destination Protocol  Length Info
10.000000  192.168.1.130 192.168.1.128 ISAKMP 1342 IKE_SA_INIT MID=0@ Initiator Request
20.093368  192.168.1.128 192.168.1.130 ISAKMP 667 IKE_SA_INIT MID=00 Responder Response
30.108577  192.168.1.130 192.168.1.128 ISAKMP 394 IKE_AUTH MID=01 Initiator Request
40.116675  192.168.1.128 192.168.1.130 ISAKMP 282 TKE_AUTH MID=01 Responder Response

58.470711  192.168.1.130 192.168.1.128 ESP
618.470971  192.168.1.128 192.168.1.130 ESP
79.485627  192.168.1.130 192.168.1.128 ESP
809.486023  192.168.1.128 192.168.1.130 ESP
910.501061  192.168.1.130 192.168.1.128 ESP
10 10.501428  192.168.1.128 192.168.1.130 ESP
1111.531691  192.168.1.130 192.168.1.128 ESP
1211.532066  192.168.1.128 192.168.1.130 ESP

138 ESP (SPI-0xc576dal5)
138 ESP (SPI=@xc33022ca)
138 ESP (SPI=@xc576dal5)
138 ESP (SPI=0xc33022ca)
138 ESP (SPI=0xc576dal5)
138 ESP (SPI-0xc33022ca)
138 ESP (SPI-0xc576dal5)
138 ESP (SPI=@xc33022ca)

No, Time. Source Destination Protocol  Length Info
[1o.000000  192.168.1.130 192.168.1.128 ISAKMP 1342 IKE_SA_INIT MID=00 Initiator Request

L
0.093368  192.168.1.128 192.168.1.130 ISAKMP 667 IKE_SA_INIT MID=0@ Responder Response
30.108577  192.168.1.130 192.168.1.128 ISAKMP 394 IKE_AUTH MID=01 Initiator Request
40.116675  192.168.1.128 192.168.1.139 ISAKMP 282 IKE_AUTH MID=01 Responder Response

58.470711  192.168.4.100 192.168.3.128 ICMP 138 Echo (ping) request 1d=0x0001, seq=14
68.470971  192.168.3.128 192.168.4.100 ICMP 138 Echo (ping) reply  1d=0x0001, seq=14
79.485627  192.168.4.100 192.168.3.128 ICMP 138 Echo (ping) request id=0x0001, seq-15
89.486023  192.168.3.128 192.168.4.100 ICMP 138 Echo (ping) reply  1d-0x0001, seq-15
910.501061 192.168.4.100 192.168.3.128 ICMP 138 Echo (ping) request 1d-0x0001, seq-16
1010.501428  192.168.3.128 192.168.4.100 ICMP 138 Echo (ping) reply  1d=0x0001, seq=16
1111.531691 192.168.4.100 192.168.3.128 ICMP 138 Echo (ping) request 1d=0x0001, seq=17
1211.532066 192.168.3.128 192.168.4.100 ICMP 138 Echo (ping) reply  1d-0x0001, seq-17

Fig. 15. Analysis Result of Site-to-site

W Tine Destinaton Frctosal Lonath Ino
16.000000 192.168.1.128 ISAMP 1126 IKE_SA_INIT MID=90 Initiator Request
20.085255 192.168.1.100 ISAKWP 379 TKE_SA_INIT MID=09 Responder Response
1e.0a8355  192.168.1.100 192.168.1.128 ISAW 626 IKE_AUTH MID=01 Initiator Request (fragment 1/2)
40048423 192.168.1.100 192.168.1.128 ISAKW 545 TKE AUTH MID-01 Initiator Request (fragnent 2/2)
501008868 192.168.1.128 192.168.1.100 ISACW 1282 TKE_AUTH MID-01 Responder Response (fragment 1/2)
60.100784  192.168.1.128 192.168.1.100 ISAGP 802 TKE_AUTH HID=D1 Responder Response (fragment 2/2)
711717 192.168.1.10 192.168.1.128 ISACW 190 TKE_AUTH MID=02 Initiator Request
£1.11006  192.168.1.100 192.168.1.128 ISAW 100 IXE_AUTM MID=02 Initiator Request
92115058 192.168.1.100 192.168.1.128 ISAQW 199 TKE_AUTH MID=02 Initiator Request
102.123005  192.168.1.128 192,168.1.100 ISP 174 TKE_AUTH MID-02 Responder Response
112135406 192.168.1.128 192.168.1.100 ISP 174 THE_AUTH MID=02 Responder Response
126406813 192.168.1.100 192.168.1.128 ISACW 190 IKE_AUTH MI0=03 Initiator Request
1165108 192.168.1.128 192.168.1.100 ISAW 199 TXE_AUTM MID=03 Responder Response
14 6.51727" 192.168.1.128 Tsaw
15 6.539408 192.168.1.100 ISAaP
16 6541673 192.168.1.128 Tsa equ
17 6.557094 192.168.1.100 ISAKW 302 IXE_AUTH MID=95 Responder Response
18 6.573088 192.168.1.128 Esp 126 £SP (SPI=0xcab25749)
19.6.572026 192.168.1.128 Ese 126 ESP (sP1-6xC925749)
20 6.574765 192.168.1.128 Esp 158 ESP (SPI-0xc9b25749)
21 6.588286 192.168.1.128 Ese 142 ESP (SP1-9xc9025748)
22 6.601838 192.168.1.128 Esp 158 ESP (SP1-6xc3b25743)
23 6.609234 192.168.1.128 e 414 £3P (SP1=0xC9b15749)
24.6.649610 192.168.1.128 Ese 126 ESP (SP1-0xcOb25749)
25 6.651269 192.168.1.128 esp 190 ESP (SP1=0xC9b25749)
26 6.651478 192,168.1.128 Esp 199 ESP (SPT-0XCOb25749)
27 6.652341 192.168.1.128 Esp 190 ESP (SP1=0xc3b25749)
286.680877  192.168.1.100 192.168.1.128 Ese 254 £SP (SP1-6xC9025749)

st Into
ISAOP 1126 TKE_SA_THIT HID=60 Tnitiator Request

1509

18000

B

e

o

o £ (ER°-15-AUTH)

o  EAP (EAP-1S-AUTH)
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192.268.1.128 o a0 (£00-m-nuTH)
192.168.1.100 B 02 success
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Fig. 16. Analysis Result of Remote Access
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